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Despite a wealth of technically advanced outcomes and strategic efforts,
managing information security continues to be a persistent and complex
challenge for organizations. The dynamic nature of hierarchical data security
is heavily dependent on a range of interrelated factors that must be aligned
effectively. For data security administrators, it is crucial not only to identify
relevant data but also to understand and manage the interdependencies
among various security factors. The primary objective of this study is to
develop a comprehensive model of key Management Security Factors
(MSFs) essential for ensuring hierarchical data safety. Initially, an extensive
literature review was conducted, involving a systematic and open-coding
analysis of 136 academic and industry papers. This process led to the
identification of critical variables influencing data security. These variables
were organized into 12 major categories: physical security, system
vulnerabilities, technical infrastructure, awareness, access control, risk
management, organizational resources, internal organizational dynamics,
confidentiality-integrity-availability (CIA), business continuity, security
governance, compliance, and policy frameworks. Subsequently, interviews
with 19 industry experts were conducted to validate the practical significance
of these components and to explore how they interact with one another in
real-world environments. The result was a detailed visual representation that
highlights both direct and indirect key-security indicators. Direct indicators
have a measurable impact on the security posture of an organization, while
indirect indicators influence security through interconnected pathways. This
model serves as a valuable decision-making tool, enabling data security
leaders to address core and peripheral factors more effectively and ensure a
robust and adaptive security management strategy.
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1. INTRODUCTION

Previously, data security was absolutely a specialized concern and along these lines, specialized
representatives were liable for data safety problems inside an association (Willison and Back-house, 2006).
The view bombs with regards to a comprehensive and all-encompassing perspective and the general security
procedure. Therefore, in the previous days, there was a move from the official innovation master to an
administration duty and a more business-centered view ensuring data. These days, safety supervisors are
completely mindful to believe and react to data safety problems. Different situations similar to the "Equifax
break™" had demonstrated the ramifications for the top administration if there should be an occurrence of data
security dismisses. There, more than 146 million individual data were taken given an unpatched framework,
which was a specialized deficiency. This causes, the organization to dispose of its CEO, CIO, and CSO by
the "retirement" of them directly following the penetrate. The technical individual was not influenced.
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Further, this goes in showing the administration duty inside acts similar to the German Stock Corporation Act
(891 Section 2) which likewise needs a functioning danger the board inside organizations.

Considering the move from a particular to an organization for each spective, the investigation
concentrates moreover altered from packs in a practical setting to examining the organization's work.
Executives must have the choice to acknowledge specific threats similarly as various segments like humans
lead into a record to take the benefit and reasonable exercises to lighten perils (Coronado et al., 2009).

The study focus shifted from studies in a technical environment to examining the management
function as a result of the transition from a technical to management point of view. To take the appropriate
and efficient steps to reduce risks, managers need to be able to consider both technical dangers and other
elements, such as human behavior. Information security managers must comprehend the intricacy of security
of data and have a broad perspective on the subject in order to supply the required funding, make wise
decisions, and persuade the organization. There is still a research vacuum in this thorough perspective with
particular components and connections between them together with their bearing on an organization's
security status. In order to ultimately produce a comprehensive model to comprehend the complexity of
information security and, consequently, provide sound information security management decisions, this study
aims to identify the important variables, assess them, and investigate mutual dependence.

The remainder of the investigation article is sorted out as given. In segment 2, past work on the
board performance and regulatement accomplishment factors in data security is portrayed and the necessity
for an expansive data security representation with current insufficiencies is showed up. In Section 3, the
three-advance way of thinking which contains the composing study, the literature assessment, and the ace
talk with the game plan is shown. In part 4, the surveyed MSFs are given. The MSFs in con-crossing point
with beliefs are introduced as a thorough representation in Segment 5. In Segment 6, an essential argument of
the outcome and districts for potential assessment is included. An end is specified in Segment?7.

2.  LITERATURE REVIEW

Dhillon et al. [64] proposed Value-focused assessment of information system security in
organizations. For professionals and executives, information system (IS) security remains a concern. The
majority of IS vulnerability investigation is technical in nature, giving little thought to organizational and
human factors. The research provided in this paper takes a more comprehensive approach and offers an
organizational view of IS cybersecurity in terms of people's values. It identifies the "fundamental™ goals for
IS security and the "means" by which a company might achieve them using the value-focused thinking
approach. 103 managers were interviewed in-depth regarding their values in managing IS security in order to
gather data for the study. The findings of the interviews point to 86 goals that are crucial for IS security
management. Twenty-five clusters comprising nine fundamental and sixteen methods categories comprise the
86 objectives. The study's goals are socio-organizationally based and offer guidance for future IS security
measure development. This is a noteworthy addition since earlier studies have acknowledged the need of
organizationally grounded principles but have not offered concrete solutions. The results of this study also
call into question the generalization of the availability, confidentiality, and integrity principles as the only
pillars of security architecture. Organizations place confidentiality, integrity, and availability in the larger
context of things. Lastly, the report suggests ways that the results given here could be expanded upon in
future studies.

Mishra [65] introduced Organizational objectives for information security governance: a value
focused assessment. Developing theoretically supported and empirically developed organizational security
governance (OSG) goals is the aim of this work. Given the growing vulnerability resulting from improper or
nonexistent controls, businesses have considerable problems when formulating organizational security
governance (OSG) objectives. In recent years, there have been numerous reports of businesses incurring
massive losses due to inadequate security governance procedures. Cross-comparison and simple
interpretation are made possible by the compilation and presentation of the data gathered in Step 1. Step 3:
categorize the goals as essential and means for the context of the decision. After grouping the objectives,
they are categorized into essential and means. The OSG objectives in this study are developed using a value-
focused methodology. It would be easier to connect corporate and individual ideals about OSG if individual
values were taken into consideration while creating governance objectives. This study suggests 17 means and
6 key OSG objectives. Based on the values of an organization's stakeholders, the study offers a thorough list
of OSG.
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3. METHODOLOGY

Developing a detailed representation of considerations for managers on security of data. The above
framework of functions is made up of a pair stages. Figurel sets out the processes. The initial stage is to
disco ver the correct composition with the aid of a composing search method defined in Section 3.1. The
resulting advance is to look at the overwhelming composition of variables that contain an impact on the
results of security of data.

Factors
that affects

Literature Articles

search

Evaluated
MSFs
oEp)EE?or; Holistic
model
Interdepen
dencies

Figure 1. Development of Proposed system

Figure 1 describes the development process of proposed system. Executive executives, who were
interviewed individually, selected interviewees who had participated in a certain decision. Since everyone
was informed in advance of the topics to be covered, the majority had prepared minutes, memos, and other
materials, and many had been in touch with colleagues to confirm points during the interview. 18 broad
qualitative questions about the significance of the choice, the primary timeline, the participants, and the
advantages or drawbacks resulted were covered in the one maximum of two and a half-hour interviews.
Additionally, each interviewee received a questionnaire consisting of 40 items, the majority of which were
fixed-choice and derived from previous theory. The responses were previously tested on a small group of
MBA learners with work experience, and their language was periodically significantly modified to make
them understandable in certain contexts. 53 cases were analyzed after 53 questionnaires and the basic
interview were satisfactorily completed. The information provided was not attitudinal or personal. In 24
cases, a second informant also provided the whole data, either to elaborate on certain areas or to allow the
most knowledgeable of both participants to be used for the final analysis. Any discrepancies were in the
breadth of the information provided, not it’s content.

The findings are organized and the influencing elements of the degree made are derivated from the
composition. The third phase involves a semi-composed ace discussion to explore the importance of long-
term effect factors and the interdependencies of research between them. Results are surveyed and meaningful
MSFs are, at the end of the day, identical to those between conditions that achieve the overall MSF model for
the pioneers. The definition of the ace talk with the theory. Figure 2 describes the factors model that affects
the data safety.
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Figure 2. A complete model of the factors that affect data safety

3.1. Literature search

Since the administration writing isn't data In terms of safety, the series of questions found in those
diaries were changed in accordance with the first two sections: "(it OR data OR cyber) AND (strength OR
security)”. Another change was finished via looking only for the title and unique inside data safety particular
origins due to the fundamental different point. The choice of pertinent items Depending on the subtitle and
concept, a watchword search was conducted out of the previous ones. The counting criterion was that there
were references or depictions of elements affecting data security decisions. The investigation was conducted
both ahead and backward. enforced to every single chosen article while the forward pursuit depended on the
"referred to by" capacity of Google Scholar. The writing recognition strategy brings about a total of 136
pieces.

4.  FINDINGS OF MANAGEMENT SUCCESS ASPECTS

The essential MSFs are assessed for a comprehensive model, which influences data security choices.
In part 4.1, the aftereffects of the writing examination appear. These are the aspects that have consequences
on data security choices from the writing point of view. From that point forward, the components must be
assessed and demonstrated for their significance in performs which outcomes in assessed MSFs. These
outcomes appear in Section 4.2.

4.1 Factors got from the writing

Approximately 188 first-request identifiers were found after 136 significant papers from the hunt
approach were examined. The tuple "factor in writing"-"writer" is a code. Therefore, the unique effect
components for each artist were inferred. These codes show up in the accompanying circumstances:

(1) They show up straightforwardly inside the writing. A model is the accompanying "increase the
edge effort in other linked metrics, such as people property, organization buildings, international
management, regulation structures, awareness initiatives and along these lines give an increasingly point by
point outline work". This outcome straightforwardly in the relating rundown of first request codes. The
greater part of these immediate codes show up in enumerations inside the presentation or future work
segments of them broke down writing and are not additionally clarified. (2) The initial question codes are a
part of the hypothesis. The initial question codes are a piece of intuition focused on a hidden suggestion and
are used in quantitative or subjective studies. The model research is Kankanhalli et al. (2003), which de-copy
the impact of authoritative scale, top management support, and business form on data structure security
viability. This model outcomes in comparing first-request codes.

(3) Ultimately within the papers or due to their key value. These manifestations are derivated

from the general analysis of the papers or from a few portraits within the material which are not
identified by the first request code although the denotation of the name was selected. The article entitled
"Structure and acceptance of the data protectionculture system" (AlHogail, 2015) is referred to as
"information culture" as a first-request document.
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The paradigm for circuit alerts is those companies that possess an asset system for a long time to use
these evaluation techniques to authorize the implications of various strategies. And Cross-checking that any
major vulnerabilities have not been ignored "(Wood, 1987) which is the" weakness evaluation "as the first
request code. ldentifying factors of organizational is management is expressed in Table 1.

Table 1. Identifying Factors of Organizational IS Management

MSF notimp  rather not imp rather imp imp
Vulnerability 0 0 6 11
Resources 0 0 6 11
Awareness 1 0 5 11
Access Control 0 1 7 9
Physical Security 1 0 10 6
Infrastructure 0 1 11 5
Risk 0 1 11 5
Continuity 1 1 12 3
Security 3 1 7 6
Management
Organizational 3 4 10 1
CIA Triad 7 1 7 2
Compliance & 6 3 6 2
Policy
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Figure 3. Framework of Information Security Governance

Incomplete parts of individual elements are not secured by the writing or are not considered by
information security governance which is represented in Figure 3. Notwithstanding, the substance and the
comprehension of the variables from the writing investigation concur with those of the specialists. The
difficulties are not upheld by the entirety of the specialists, since this was no unequivocal inquiry. In this
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way, they were simply included, if there are multiple notices of a similar test. The difficulties further
demonstrate that a thorough representation of them could help in developing the comprehension of in-
arrangement protection inside associations and to assist, developing particular factors.

Relevance approval of MSFs

The "valence or force investigation" (Part 3.3) was utilized to approve the components about their
substance as well as to stop mine from their significance practically speaking to the data security of an
association. Subsequently, the extent of the examination was additionally set to the entire meeting records yet
the primary inquiry aiding this approval is Q1.2. The feature's importance for the association's data security is
assessed using a 4-point Likert scale. The scale is coded from substantial (devil) to not significant (not
demon). Table 2 displays various perspectives on the outcome. The assertion depends on the total of the
codings for "not significant" and "rather not significant" related to the aggregate of the code "instead of
significant™ and "significant", diving by the significance of the MSFs.

Table 2. Categorization of MSFs based on nature

Category MSFs Included Description
Technical Infrastructure, Access Control, Tangible, system-based security
Risk measures
Human-centric | Awareness, Resources, Soft factors impacting human behavior
Management Support and involvement
Organizational | Continuity, Compliance & Structural or procedural elements
Policy, CIA impacting decision-making

This outcome assistance, that's all components are significant practically speaking. "Consistency and
Policy," "CIA," and "Authoritative components" are the final three components. Each of them has an
explanation from the experts as to why it is less important than other variables. In order to comply with the
legislation, "consistency and strategy" are crucial, but they have no bearing on the association's data security,
uphold defensive measures, as well as to modify the association's top management. The "CIA" element is an
objective characteristic that is useful for communicating and elucidating different threats or attacks and their
consequences. "Regulatory elements" are less important because, while they can be important in some
situations, they can also be insignificant in other attack circumstances. To make wise decisions, the
administration must take into account every factor. The suggested elements are legitimate in their set just as
applicable by and by for chiefs and hence are currently called administration achievement factors (MSFs).

4.2 Control inquiries

Most specialists (12) don't have a factor, which is extremely irrelevant. The main notices of
variables were the "Consistency and Policy" just as "CIA" which concur with the positioning on the past
outcome. The topic of missing elements brings about a comparative circumstance like previously. 10
specialists don't refer to missing components. Different variables missing are "the executives support"”, "outer
interfaces", "danger scene" and "system" which are a piece of the coding and therefore remembered for the

total of the writing investigation.

5. DISCUSSION AND FUTURE WORK

The results of this analysis offer data security chiefs a comprehensive model of MSFs and how they
interact. Assumed to be reliant on the writing, the MSFs are evaluated by trained specialists. Additionally,
these gatherings strengthen the MSFs' interconnections. The combination of these results progresses the full
MSFs concept. Professionals, just as the writing, expressed the requirement for an extensive perspective on
the data security of associations.

JCAIT, Vol. 1, Issue. 2, Jun 2025: 49 - 60
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Figure 4. Importance Ratings of each MSF

Figure 4 visualizes how experts evaluated the importance of each Management Success Factor
(MSF) using a 4-point Likert scale. The graph is based on data collected from 19 industry experts during
interviews and follow-up surveys. It shows that Vulnerability, Resources, Awareness, Access Control, and
Physical Security received the highest ratings in terms of practical importance for data security decision-
making.The suggested model supports a broad and theoretical viewpoint on the complex topic of security of
data from an administrative perspective. Although the many MSFs are not explained in great length, this
analysis does provide information on their interdependencies as well as the general dynamic procedure. The
concept provides leaders with a foundation that helps them decide whether specific countermeasures are
necessary or even beneficial when it comes to data security. It is not just a cause for security managers, but
also for executives and other professional representatives of the company. This model might help them
comprehend the issues and better recall specific decisions. A superior seeing likewise prompts better
arrangement and mindfulness.

The findings include a range of open doors for potential analysis. The proposed model relies on the
interdependencies discussed in a subjective study. Also, interdependencies will be discussed in quantitative
ways to guarantee their effectiveness. Table 3 gives summary of interview insight.

Table 3. Summary of interview insight

Expert ID | Most Critical MSF | Least Relevant MSF Notable Quotes/Summary Notes

Expert 01 | Awareness CIA “Without awareness, no control is
effective.”

Expert 05 | Vulnerability Compliance & Policy | “Policies help but don’t stop insider
threats.”

Expert 12 | Access Control Management Support | “We lack tools to enforce what the
leadership asks.”

Such MSFs have been grouped into square shapes. There may be interdependencies between those
having MSFs at a deeper stage, which is not discussed in this study. Similarly, looking deeper into any of
the proposed MSFs would be an opportunity for potential analysis. The accessible review of past writing may
be approached with an increasingly concentrated approach centered on these outcomes.

Modeling and Analysis of Key Management Security Factors for Organizational Data Protection: A Multi-
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Figure 5. Categorization of MSFs by type

Figure 5 demonstrate the interdisciplinary nature of IS decision-making and the need for holistic
consideration across technical, human, and structural dimensions. Data security supervisors ought to think the
entire investigated MSFs by considering choices. The values and procedures ought not exclusively to be
embraced as a result of the shape in best practices and recommendations, but they should be appropriate for
the situation at hand. Another common technique is the default to chance recognition (Bayuk, 2013), which is
not only challenging to implement but also does not raise the security grade in any way. The results of this
investigation promote comprehension of the astounding topic of data security and enable more individuals to
settle on fitting choices and take the correct activities inside their present circumstances.
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Figure 6. MSFs Ranked by Total Perceived Importance Score
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Figure 6 assigns scores to each MSF based on expert feedback using weighted values (0 = Not
Important, 3 = Important). It provides a ranked order of MSFs by total weighted scores, reflecting which
factors should be prioritized in policy and planning. The comprehensive evaluation and triangulation of
literature findings, expert interviews, and factor validation have culminated in a set of twelve Management
Success Factors (MSFs) that critically influence data security decision-making. The categorized MSFs span
across technical (Infrastructure, Access Control, Risk), human-centric (Awareness, Resources, Management
Support), and organizational (Continuity, Compliance & Policy, CIA) dimensions, demonstrating the
multidimensional nature of information security management.

The importance of each MSF was validated through qualitative and quantitative measures using
Likert-scale analysis and expert consensus. This reinforces the practical relevance of the identified MSFs and
their capacity to guide security governance strategies. While some factors like "CIA" and "Compliance &
Policy" were deemed relatively less impactful in isolation, their strategic role within broader organizational
frameworks remains vital.

Overall, the results emphasize the necessity for a holistic, integrative model that not only identifies
but also explains the interdependence of these success factors. This model equips security managers and
decision-makers with actionable insights for developing adaptive and context-sensitive information security
policies.

6. CONCLUSION

This examination is proposing a complete model of the executive's achievement factors (MSFs) for
data security leaders. Consequently, a writing examination with an open-pivotal particular methodology of
136 publications are used to identify the elements that impact chiefs' decisions on data security. These
features were approved, and their significance was confirmed by organizing a meeting with 19 training
specialists resulting in 12 MSFs. The purpose of the sessions is to examine the connections among the MSFs
in order to ultimately construct the comprehensive model. In order to determine the elements that impact
managers' judgments on information security, 136 articles are analyzed using an open-axial-selective
methodology. A series of interviews with 19 practice-based specialists was conducted to validate these
parameters and assess their applicability. There are 12 MSFs as a result. The interviews serve as the
foundation for examining the interdependencies among the MSFs in order to ultimately construct the
comprehensive model. This exploration offers an elevated level perspective on the mind-boggling subject of
data security dynamic from security the board specialists. The thorough model of MSFs causes them and
different workers just as the business the executives to all the more likely comprehend the security
requirements and unique decisions in this particular circumstance, and so enhance their awareness. Future
developments in objectively organized metrics and methods to assess the state of data security, as well as
methods to sum them up based on the most important security guidelines, are both intriguing to researchers
and professionals.
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